
Question: 1 
   
What is a benefit of using a Cisco Wireless LAN Controller? 
 
A. Central AP management requires more complex configurations 
B. Unique SSIDs cannot use the same authentication method 
C. It supports autonomous and lightweight APs 
D. It eliminates the need to configure each access point individually 
 

Answer: D     
 

Question: 2 
   
Which network allows devices to communicate without the need to access the Internet? 
 
A. 1729.0.0/16 
B. 172.28.0.0/16 
C. 192.0.0.0/8 
D. 209.165.201.0/24 
 

Answer: B     
 
Explanation: 
The private ranges of each class of IPv4 are listed below: 
Class A private IP address ranges from 10.0.0.0 to 10.255.255.255 Class B private IP address ranges from 
172.16.0.0 to 172.31.255.255 Class C private IP address ranges from 192.168.0.0 to 192.168.255.255 
Only the network 172.28.0.0/16 belongs to the private IP address (of class B). 
 

Question: 3 
   
Which result occurs when PortFast is enabled on an interface that is connected to another switch? 
 
A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms 
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically. 
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down 
D. After spanning tree converges PortFast shuts down any port that receives BPDUs. 
 

Answer: A     
 
Explanation: 
Enabling the PortFast feature causes a switch or a trunk port to enter the STP forwarding-state 
immediately or upon a linkup event, thus bypassing the listening and learning states. 



Note: To enable portfast on a trunk port you need the trunk keyword “spanning-tree portfast trunk 
 

Question: 4 
   
When configuring a WLAN with WPA2 PSK in the Cisco Wireless LAN Controller GUI, which two formats 
are available to select? (Choose two) 
 
A. ASCII 
B. base64 
C. binary 
D. decimal 
E. hexadecimal 
 

Answer: AE     
 
Reference: 
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7- 
4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01010
001.html 
 

Question: 5 
   
Refer to Exhibit. 

 
An engineer is configuring the NEW York router to reach the Lo1 interface of the Atlanta router using 
interface Se0/0/0 as the primary path. Which two commands must be configured on the New York 
router 
so that it can reach the Lo1 interface of the Atlanta router via Washington when the link between New 
York and Atlanta goes down? (Choose two) 



 
A. ipv6 router 2000::1/128 2012::1 
B. ipv6 router 2000::1/128 2012::1 5 
C. ipv6 router 2000::1/128 2012::2 
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D. ipv6 router 2000::1/128 2023::2 5 
E. ipv6 router 2000::1/128 2023::3 5 
 

Answer: AE     
 
Explanation: 
Floating static routes are static routes that have an administrative distance greater than the 
administrative distance (AD) of another static route or dynamic routes. By default a static route has an 
AD of 1 then floating static route must have the AD greater than 1. Floating static route has a manually 
configured administrative distance greater than that of the primary route and therefore would not be in 
the routing table until the primary route fails. 
 

Question: 6 
   
Refer to Exhibit. 

 
How does SW2 interact with other switches in this VTP domain? 
 
A. It processes VTP updates from any VTP clients on the network on its access ports. 
B. It receives updates from all VTP servers and forwards all locally configured VLANs out all trunk ports 
C. It forwards only the VTP advertisements that it receives on its trunk ports. 
D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports 
 

Answer: C     
 
Reference: 
https://www.cisco.com/c/en/us/support/docs/lan-switching/vtp/10558-21.html 
The VTP mode of SW2 is transparent so it only forwards the VTP updates it receives to its trunk links 
without processing them. 
 

Question: 7 



   
DRAG DROP 
Drag drop the descriptions from the left onto the correct configuration-management technologies on 
the right. 

 
 

Answer:  
 



 
 

Question: 8 
 
An organization has decided to start using cloud-provided services. Which cloud service allows the 
organization to install its own operating system on a virtual machine? 
 
A. platform-as-a-service 
B. software-as-a-service 
C. network-as-a-service 
D. infrastructure-as-a-service 
 

Answer: D     
 
Explanation: 
Below are the 3 cloud supporting services cloud providers provide to customer: 
+ SaaS (Software as a Service): SaaS uses the web to deliver applications that are managed by a 
thirdparty vendor and whose interface is accessed on the clients’ side. Most SaaS applications can be 
run directly from a web browser without any downloads or installations required, although some 
require plugins. 
+ PaaS (Platform as a Service): are used for applications, and other development, while providing cloud 
components to software. What developers gain with PaaS is a framework they can build upon to 
develop 
or customize applications. PaaS makes the development, testing, and deployment of applications quick, 



simple, and cost-effective. With this technology, enterprise operations, or a thirdparty provider, can 
manage OSes, virtualization, servers, storage, networking, and the PaaS software itself. Developers, 
however, manage the applications. 
+ IaaS (Infrastructure as a Service): self-service models for accessing, monitoring, and managing remote 
datacenter infrastructures, such as compute (virtualized or bare metal), storage, networking, and 
networking services (e.g. firewalls). Instead of having to purchase hardware outright, users can purchase 
IaaS based on consumption, similar to electricity or other utility billing. 
In general, IaaS provides hardware so that an organization can install their own operating system. 
 

Question: 9 
   
Refer to Exhibit. 

 
Which action do the switches take on the trunk link? 
 
A. The trunk does not form and the ports go into an err-disabled status. 
B. The trunk forms but the mismatched native VLANs are merged into a single broadcast domain. 
C. The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link. 
D. The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state. 
 

Answer: B     
 
The trunk still forms with mismatched native VLANs and the traffic can actually flow between 
mismatched switches. But it is absolutely necessary that the native VLANs on both ends of a trunk link 
match; otherwise a native VLAN mismatch occurs, causing the two VLANs to effectively merge. 
For example with the above configuration, SW1 would send untagged frames for VLAN 999. SW2 
receives them but would think they are for VLAN 99 so we can say these two VLANs are merged. 
 

Question: 10 
   
DRAG DROP 



Drag and drop the Cisco Wireless LAN Controller security settings from the left onto the correct security 
mechanism categories on the right. 

 
 

Answer:  
 

 


